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Reference Number:  FOI-101004558089 
 
Response provided under: Freedom of Information Act 2000. 
 
 
Request:  
1. Please provide details of how many cyber-attacks to computer systems, 
networks or devices have taken place in each of 2014-15, 2015-16, 2016-
17, 2017-18, 2018-19 and 2019-20 to date. 
 
2. Please provide details of how many cyber security incidents caused 
internal systems or devices to be infected or for services to be affected in 
each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to 
date. 
 
3. Please provide details of how many ransomware attacks have been 
made to your computer systems, networks or devices in each of 2014-15, 
2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date. 
 
4. How many cyber-attacks have caused the loss/breach of data in each of 
2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date?  
 
5. How many cyber security incidents have caused the loss/breach of data 
in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to 
date?  
 
6. How many ransomware attacks have caused the loss/breach of data in 
each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to 
date?  
 
7. On how many occasions has the authority paid money those involved in 
a ransomware attack – whether that is described as a ransom, fine, 
payment to unlock, purchase of unlocking product, fixing fee or any other 
payment to necessitate returning your systems to normal in each of 2014-
15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date? 
 
8. For any occasions referred to in question 7 please provide the date and 
the amount paid, including currency and method of payment, such as 
electronic transfer, Paypal, Bitcoin or any other means of paying the fee. 
 
Please confirm whether ransomware attacks in your answer to question 3 
have also been included in the totals for cyber-attacks and cyber security 
incidents in questions 1 and 2.  
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Please provide the answers to questions 1-7 by filling in the following 
table, with answers to question 8 listed separately if applicable. If you are 
replying with an attachment, please provide the data in an Excel 
spreadsheet, not a PDF or Word document. 
 
 
Under the Freedom of Information Act that I am entitled to a response 
within 20 working days and would appreciate it if you can confirm this 
request has been received and is being considered as soon as possible 
 
 
 
Response: 
 
Please see attached table. 
 
 
Information provided by: Information Services 
 
 
Date of response: 05/08/19 
 


