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1. Introduction 
 
This Information Management Strategy sets out how Cornwall Council (the 
‘Council’) will manage the information it holds. 
 
For the Council information is a key asset that allows it to deliver its day to 
day business.  It would not be able to do this without access to the 
information it holds, and receives, on a daily basis. 
 
Correct use of information can be used to drive efficiency and service 
improvement, which in turn will help to enhance service delivery to our 
service users, whilst reducing waste and improving value for money.  Poor 
use of information can lead to duplicated or out of date work, increased 
complaints and even legal action.   
 
This Information Management Strategy underpins the work of the Council 
and will help ensure that we manage Council resources well, to enable to 
the Council to better meet its Corporate Priorities. 
 
Cultural change is vital to ensuring that information is managed correctly 
and to the highest standards currently available.  This will then enable the 
public to be confident that the information our decisions are based on is 
accurate and up to date and that their personal information will be 
protected from loss, unauthorised access and inappropriate use.   
 
2. Vision 
 
The Council will work to create and maintain an environment where 
information is valued as a corporate asset.  Information will be collected, 
retained, used, shared and disposed of in a way that ensures it is current 
and that the integrity, sensitivity and security of the information is 
maintained at all times.  At the same time the information we hold will give, 
when applicable, Councillors and officers the information they require to 
deliver the Councils priorities.   
 
3.  Scope of this strategy 
 
This strategy applies to all Councillors, officers, temporary/agency workers, 
contractors, agents and representatives working for or on behalf of the 
Council. 
 
This strategy applies to all the information we receive, create, hold, share, 
disseminate, disclose, review, retain or dispose of by all those affected by 
the strategy.   
 
Information in this strategy means all recorded information in whatever 
format, and wherever it is stored for, or on behalf, of the Council.  
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4.  Definition of Information Management  
 
Information Management is the function of managing the Council’s 
information resource.  It involves creating, capturing, registering, 
classifying, indexing, storing, sharing, retrieving, providing, using and 
disposing of information assets in the most efficient and effect way, using 
the best technological means, to maximise the use of the information whilst 
it is held. 
 
There are three key elements to effective information management and 
these are confidentiality, integrity and availability. 
 
Each service area in the Council has nominated information asset owners 
and delegates for the groups of information that is used in their areas.  
They are responsible for the information they hold and that the 
confidentiality, integrity and availability for that information asset is 
maintained. 
 
When information is received or created, depending on the purposes for 
which it was acquired, it may be used and reused many times over by users 
collaborating to amend and create different versions and analysis.  To be 
most effective, information should be stored once and accessible within a 
controlled environment to all those that may wish to reuse it.  
 
5.  Information principles 
 
This strategy is underpinned by the following high-level “Information 
Principles”.   
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Principle 1 - Information is a valued asset. 

Information is fundamental to the efficient and effective delivery of public 
services.  The first principle emphasises the importance to the Council in 
understanding the information it uses, and valuing that information in 
business terms.  It should be compared with other assets held by the 
Council such as buildings, money and people and it needs to be ensured 
that the need for information is not only understood, but information is 
correctly recorded, valued and protected, then used like any other asset 
held by the Council. 

All information held by the Council should have a purpose and, in order to 
understand its value to the Council, its purpose needs to be understood and 
managed.  In managing the purpose this also needs to include any future 
anticipated uses.   

Knowing what information exists, along with how it is used will be assessed 
and valued and will ensure that is correctly managed and fit for purpose and 
it is on this principle that all the other principles depend. 

Principle 2 - Information is managed 

The correct management of information starts with its need, then creation 
from which flows its quality, integrity, availability, maintenance, possible re-
use and ultimately its archiving and destruction.  As a result a range of 
different management practices need to be applied throughout the lifecycle 
of the information, for example, it is important that personal data is 
adequately protected and it is only reused for the purposes it was acquired 
for.   

To achieve this, a suitable organisational culture has to be established and 
then maintained, in order to ensure that those who process information are 
suitably qualified to do so.     

In correctly managing our information and the way it is processed we need 
to ensure that when there is a legitimate reason, such as for safeguarding, 
for sharing information, barriers are not put in place to prevent this.   

Principle 3 - Information is of good quality and it is fit for purpose 

Whilst the initial purpose of the information needs to be considered in the 
first principle it is necessary to ensure that the information used by the 
Council of a good quality and is fit for the purpose for which it is intended 
and can be used for that purpose.  

As a result the quality of the information that is used should be regularly 
monitored as decisions cannot be made on out of date data.  Information 
that is a poor quality and not fit for purpose will result in its users being less 
efficient with the possibility that this will result in delays to the delivery of 
service and this information should not be further retained.   
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Principle 4 - Information is standardised and linkable  

If information is standardised it greatly increases the opportunities for 
exploiting it effectively.  Likewise, the correct linking of documents will allow 
a user to draw in additional information to assist them should this be 
required.   

In order to achieve this there needs to be, where it is possible to do so, a 
commitment to adopt standardisation across the Council and this requires 
both management and technical resources to be available to do this.   

Principle 5 - Information is re-used 

The re-use of information, assuming for personal information that at its 
acquisition the way we were to reuse information was set out in a privacy 
notice or consent obtained, can be for the benefit of both the Council the 
public and, where appropriate, our external partners – this point is 
expanded on in using information as a shared resource, below.  The 
preceding principles all apply to this one, in that for example, if it is not well 
managed, it is unlikely to be correctly re-used.   

However, good re-use of information can create opportunities for cost 
savings and efficiencies as it removes the burden of having to collect the 
same information for another purpose.  It allows, for example, officers to 
use information that has been acquired one and it allows members of the 
public to access all of our services via a single sign on.   

However, the re-use of all information needs to be carefully considered at 
collection to ensure that all future needs are anticipated as this will allow for 
the necessary permissions to be obtained to share the information for other 
purposes which then realises the benefits of re-use.   

Principle 6 - Public information is published  

The wish to publish information should at all times to be balanced against 
the constraints which may prevent it however; if these constraints do not 
prevent it publishing information can; 

• Give a better insight into how Council Tax payers money is 
spent; 

• By informing people this gives people the ability to make 
decisions that are fully informed; and 

• Reduce the costs associated with complying with requests for 
information. 

In order to assist with this the Council will look to create an Open Data 
Portal that will provide the link to all the data it publishes. 
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Principle 7 - Citizens and business can access information about 
themselves  

Whilst everyone has the right to access information about themselves this 
principle envisages going beyond the legal obligations to supply such 
information and identifying opportunities to make information available by 
default.  

By adopting this approach, with the publishing of information under 
principle 6, and the potential creation of an Open Data Portal, this ensures 
that anyone will have the necessary information which is relevant to inform 
their interactions with the Council.   

6.  Information as a shared resource 

Collecting the right information can be costly and time consuming, yet this 
information may already be held by one of our partners.   

In order to ensure that, where we are legally able to do so, we will have in 
place appropriate protocols and agreements for sharing information either 
Information Sharing Protocols (ISP’s) or Information Sharing Agreements 
ISA’s. 

ISP’s are high level documents set out the basis upon which we may share 
information with our partners. These will be drafted and maintained by the 
Corporate and Information Governance team. 

ISA’s are more specific as they set out what information will be shared, why 
it will be shared, how it will be shared and for how long.  ISA’s will be 
written and retained by each service where a regular exchange of personal 
information is required between the Council and identified partners where a 
power to share exists. 

7.  Who manages information internally 

Information management is something that falls to everyone that comes 
into contact with information in the Council. This can be as simple as an 
address for a works order to financial information that relates to a multi 
million pound contract.    
 
However, in order to ensure that the principles of information management 
are correctly applied there are key roles and a defined structure within the 
Council; 
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The Corporate Directors – bear overall responsibility for setting a good 
example for information governance in their Directorates 

SIRO – Senior Information Risk Owner – takes overall ownership of the 
Council’s Information Security Policy and acts as champion for information 
risk on the Corporate Leadership Team. The SIRO is expected to understand 
how the strategic business goals of the Council and how they may be 
impacted by information risks, and how those risks may be managed. 

Caldicott Guardian - ensures that the Caldicott Principles and 
Statutory requirements around confidentiality are met for health and social  
care.   
 
The Caldicott Guardian should be consulted when there may be a need 
to share data for safeguarding purposes, for example, in consideration as to  
whether we can actively and safely share the information required.   
 

Corporate Directors  

SIRO Caldicott 
Guardian 

IG BOARD 

Directorate IG Groups Information  
Security 
Manager 

Corporate 
Governance and 
Information 
Team   

DPO 
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The Data Protection Officer – ensures that the Council is compliant with 
GDPR and DPA 2018 and to advise what actions are necessary if the Council 
is not compliant.   
 
IG Board – responsible for setting the corporate agenda for IG in the 
Council chaired by Mark Read with senior members of staff from each  
Directorate. 
 
Directorate IG groups – responsible for monitoring IG compliance within 
their directorates, report into the IG Board 
 
Corporate Governance and Information Team – 1st point of 
contact for IG matters within the Council 
 
Information Security Manager – 1st point of contact for all information  
security matters.   
 
8.  Dealing with Information 
 
Points 1-7 of the strategy set out the principles by which the Council will 
manage its information and the key roles that are associated with 
information management.   
 
Building on this the below themes sets how, in general terms, the Council 
will deal with its information on a day to day basis.  Whilst there can be no 
one size fits all statement or heading that covers the way everyone should 
deal with the information they should have access to there are themes that 
can set out key points that should always be adhered to, where relevant to 
that piece on information.  
 
These themes are;  
 
a. Data is stored once and used many times whilst ensuring it is 
managed and processed fairly, lawfully and securely 
 

• Information assets are consistently identified, categorised valued and 
catalogued  

 
• Each set of information has a defined Information Asset Owner and 

Delegate  
 

• Information is classified against an agreed scheme  
 

• Information is stored in a manner appropriate for its classification 

• There is a consistent approach to managing information throughout 
its lifecycle  

• All information, no matter how held, will be retained no longer than is 
necessary or longer than we are lawfully able to retain it for 
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• All information is disposed of correctly  

• We will comply with relevant legislation, including the General Data 
Protection Regulation, the Data Protection Act, Freedom of 
Information Act, Environmental Information Regulations and Re-use 
of Public Sector Information Regulations   

• Information security incidents and Data Protection breaches are 
investigated and reported internally to the appropriate level and 
externally to the Information Commissioner as may be appropriate 

• Secure email facilities, such as Egress and Cryptshare are made 
available to those who process special categories of information 

 
• Everyone understands their responsibilities regarding the handling 

and management of information 
 
b. Support and enable public sector partnership and information 
sharing locally and nationally through clear processes and 
arrangements. 
 

• We will ensure the ICO’s data sharing code of practice is followed and 
by mapping inbound and outbound data flows we will identify how 
information is received and shared by the Council. 
   

• We will ensure that an overarching Information Sharing Protocol is in 
place with all partners 

 
• Where appropriate to do so, Information Sharing Agreements are in 

place to ensure lawful information sharing   
 

• Individuals will understand which partner organisations their data is 
shared with and why 

 

• We will ensure that that where possible that when data is shared (for 
example with our health partners) if it is possible to do so with no 
detriment to the service user it will be shared pseudonymised  

c. Data is transformed into information and intelligence through   
the delivery of a corporate business intelligence capability.    
 

• Information is not collected unless we have a lawful reason for doing 
so, and this is set out at the time of collection  

 

• We will define an approach to determine that information is accurate, 
reliable, timely, relevant and complete 
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• Processes will be in place to monitor and assure information quality, 
such as data quality audits, these will include prioritising areas for 
improvement 

 

• We will identify opportunities to proactively re-use information.  We 
will establish mechanisms to understand and, where possible, 
overcome the constraints of re-use by using de-identified data and 
anonymisation techniques 

 

• We will learn from the data we hold using it to monitor performance 
and to ensure that the way we engage with our citizens is done 
correctly and in accordance with statutory guidance 
 

d.  Creation of a light touch Data Security and Protection Toolkit for 
all services in the Council  
 

• The NHS Digital Data Security and Protection Toolkit guidance sets 
out clear parameters relating to the way that information should be 
managed 

• Many of these parameters relate to the way that the Council as a 
whole should manage its information 

• We will create a light touch toolkit based Data Protection and Security 
Toolkit that will be extended to all services  

• By extending compliance to all services a consistent and auditable 
standard is set, and maintained 

e.  Publish open data by default and with zero input ensuring that  
public data is available on demand 

• All information is treated as being open and transparent unless it is 
personal or confidential 

• We will investigate the creation of an Open Data Portal   

• We publish information about our services unless there are specific 
reasons not to, for example commercially or legally privileged 
information  

• A framework is in place for responding to legal obligations regarding 
public access to information (e.g. Freedom of Information, 
Environmental Information Regulations)   

• A publication scheme is in place to ensure that the Council meets its 
obligations under the transparency code and this will be reviewed 
regularly for proactively publishing information in terms of its 
relevance and suitability for publication   
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• Prior to the creation of an Open Data Portal we will define an 
approach to automating the publication of data for everything that 
can be released (e.g. financial data). 

• We are committed to adopting open standards to enable others to re-
use information where appropriate  

• We provide both the information and an explanation of what it is 
about.   

• We provide information in a way that can be presented and 
understood in different forms.   

• We will use a consistent classification scheme will enable us to 
publish public information automatically. 

 
f.  Make individuals’ data available securely and on demand to the 
right individuals  
 

• A framework is in place for responding to legal obligations under the 
General Data Protection Regulation and the Data Protection Act for 
individuals to access information about themselves.  We have 
established and will maintain a consistent approach to discovering 
and providing information about a person.   

• We will identify opportunities to proactively make information about 
individuals available to them, including existing and new systems.  

g.  Define and implement a fit for purpose secure marking scheme 
for the Council  
         
The Council will set in place a clearly defined marking scheme which will 
enable elected members, officers and individuals to clearly under stand the 
security marking of any communication from the Council.  This security 
marking will be; 

• Public – Information can be made freely available to the public  

• Controlled – Information is generally available to anyone with a 
legitimate interest 

• Personal Confidential – Personal information that not be disclosed 
even internally without a legitimate reason 

• Confidential – More general information that should not be 
disclosed even internally without a legitimate reason 

• To be classified – information awaiting classification should be 
treated as confidential  
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• Confidential - Eyes only – cannot be used on its own, should be 
used in conjunction with either personal confidential or 
confidential.  Should be limited in distribution and to paper where 
possible. 

9.  Training and Awareness 

As set out above all Council employees are involved with creating, 
maintaining and re-using information and it is fundamentally important in 
embedding the principles of this strategy in the organisation that everyone 
recognises information is an asset and understands their information 
management responsibilities. 

Training on information governance will be made available to all officers 
who are required to undertake this training at least annually.  Through a 
range of training we will; 

• Ensure that information management is reflected in the development 
needs of everyone with the organisation and that there is the ability 
for easy access to training  

• Ensure those that are responsible for the management of 
information, or providing advice on its management are correctly 
trained, and that training is updated on a regular basis 

• Ensure that all employees have information management skills 
appropriate for their roles 

• Ensure all employees are aware of the sources of information 
management training and associated guidance 

• Regularly monitor the training and guidance provided to ensure it is 
fit for purpose  

10.  Review 

This strategy is subject to an annual review but will be updated on an as 
required basis should there be a change in statute or guidance that may 
affect it.   

Prepared by: 

Simon Mansell  

Data Protection Officer – Cornwall Council  

6 August 2018 
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If you would like this information 
in another format please contact: 

Cornwall Council 
County Hall 
Treyew Road 
Truro TR1 3AY 

Telephone: 0300 1234 100 

Email: dpo@cornwall.gov.uk  

www.cornwall.gov.uk 

mailto:dpo@cornwall.gov.uk
http://www.cornwall.gov.uk/
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Appendix 1 

How the information principles map to the strategic objectives 

How the information principles map to the strategic 
objectives 

Strategic objective Information principles 

Data is stored once and used 
many times while ensuring it is 
managed and processed fairly, 
lawfully and securely 

 

P1 Information is a valued asset 
P2 Information is managed 
P3 Information is fit for purpose 
P5 Information is re-used 
P6 Public information is published  

Support and enable public sector 
partnership and information 
sharing locally and nationally 
through clear processes and 
arrangements 

P1 Information is a valued asset 
P2 Information is managed 
P3 Information is fit for purpose 

Data is transformed into 
information and intelligence 
through the delivery of a 
corporate business intelligence 
capability  

P1 Information is a valued asset 
P2 Information is managed 
P3  Information is fit for purpose 
P5 Information is re-used 
 

Create a light touch toolkit to be 
used by all services within the 
Council.   

All principles apply 

Publish open data by default with 
zero input ensuring that public 
data is available on demand 

P2 Information is managed 
P3 Information is fit for purpose 
P4 Information is standardised and 
linkable 
P5 Information is re-used 
P6 Public information is published 

Make citizens’ data available 
securely and on demand to the 
right individuals 

P1 Information is a valued asset 
P2 Information is managed 
P3 Information is fit for purpose 
P7 Citizens and businesses can access 
information about themselves 

Define and implement a fit for 
purpose making scheme for 
Cornwall  

 

All principles apply 
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